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Abstract-Communication over mobile Wireless Sensor Networks 

is becoming extremely popular. Handover over multiple access 

points is highly desirable to mobile nodes, but ensuring security 

and efficiency of this process is challenging. A novel handover 

authentication protocol named Pair-Hand is implemented in the 

present work. Pair-Hand uses pairing-based cryptography to 

secure handover process and to achieve high efficiency. An 

efficient batch signature verification scheme is incorporated into 

PairHand. The congestion problem in Wireless Sensor Networks 

(WSNs) during handover process is quite different from that in 

traditional networks. A traffic-aware dynamic routing (TADR) 

algorithm is proposed to route packets around the congestion 

areas and scatter the excessive packets along multiple paths 

consisting of idle or underloaded nodes. TADR improves overall 

throughput in WSNs. Experiments using our implementation on 

laptop PCs show that Pair-Hand is feasible in real applications. 

 

Keywords- Wireless sensor networks, efficiency, handover 

authentication, routing, potential field, gradient. 

I. INTRODUCTION 

 

Due to the nature of wireless communication in sensor networks, 

attackers can easily inject malicious data messages or alter the 

content of legitimate messages during multi hop forwarding. 

Sensor network applications thus need to rely on authentication 

mechanisms to ensure that data from a valid source was not 

altered in transit [1]. Authentication is thus arguably the most 

important security primitive in sensor network communication. 

One important module in the handover protocol is authentication. 

Regardless of the technology implemented, as shown in Fig. 1, a 

typical handover authentication scenario involves three entities: 

mobile nodes (MNs), access points (APs) and the authentication 

server (AS). On entering the network, an MN registers to AS, 

then subscribes services and connects to an AP for accessing the 

network. When the MN moves from the current AP (e.g., 𝐴𝑃1) 

into a new AP (e.g., 𝐴𝑃2), handover authentication should be 

performed at 𝐴𝑃2. Through handover authentication, AP2 

authenticates the MN to identify and reject any access request by 

an unauthorized user. At the same time, a session key should be 

established between the MN and 𝐴𝑃2 to provide confidentiality 

and integrity of the communication session. 

 
Fig.1 Handover authentication 

II. RELATED WORK 

 

Designing a handover authentication protocol is not an easy task. 

Generally, there are two major practical issues challenging the 

design. First, efficiency needs to be considered. An MN is 

generally constrained in terms of power and processing 

capability. Therefore, a handover authentication process should 

be computationally efficient. Further, such a process should be 

fast enough to maintain persistent connectivity for MNs. For 

example, to reduce the impact of bursty packet loss caused by 

handover, the IEEE is discussing a 50-ms limit on handover time, 

of which the authentication module should ideally take no more 

than 20 ms. However, most of the existing handover 

authentication protocols [1]–[6] incur high communication and 

computation costs in five aspects. (1) The conventional way of 

performing handover authentication [1]–[3] is to let 𝐴𝑃2 contact 

AS who acts as a guarantor for vouching that an MN is its 

legitimate subscriber. This will incur more computation and 

communication delay, especially AS is often located in a remote 

location. (2) For mutual authentication and key establishment, all 

protocols without communicating with AS [4]–[6] require at least 

three handshakes between the MN and 𝐴𝑃2 while other protocols 

[1]–[3] require at least four handshakes among the three entities. 

Data transmission is a costly operation in wireless networks: 

sending 1-bit over a wireless medium requires over 1000 times 

more energy than a single 32-bit computation. (3) To provide 

robust security, employing a digital signature scheme is widely 

recognized as the most effective approach for handover 

authentication [3]–[6]. Unfortunately, it is not efficient in 

communication, because the certificate has to be transmitted 

along with the digital signature as the message propagates in the 
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network. This leads to more energy consumption on MNs. 

Moreover, to authenticate each digital signature, the 

corresponding receiver always takes two expensive signature 

verification operations. This is because the certificate needs to be 

authenticated as well. (4) To provide user anonymity, group 

signature-based protocols have been proposed in [4], [5]. 

However, the user revocation list needs to be distributed across 

the entire network in a timely manner. Further, the verification 

delay incurred in these protocols for each access request is 

linearly proportional to the number of revoked users. Therefore, 

the performance of these protocols may deteriorate when the 

number of revoked users is large. (5) Generally, an AP verifies 

each signature individually. When the arrival rate of signatures is 

high, a scalability problem emerges immediately, where the AP 

has much less time to verify each received signature. For 

example, in VANETs, each RSU could possibly communicate 

with hundreds of OBUs, each sending a safety related message to 

the RSU every 100-300 ms. Second, security and privacy are 

serious concerns for the handover authentication service. 

However, all existing handover authentication protocols [1]–[6] 

are subject to a few security attacks in two aspects. On the one 

hand, users are deeply concerned about their privacy-related 

information such as the identity, position, and roaming route. 

Unfortunately, in most of the current handover authentication 

schemes, it is commonly assumed that the APs are trust worthy 

and would keep users privacy-related information confidential. 

However, since such information is extremely sensitive and 

coveted by many companies, which may use it to improve their 

business, such an assumption may not be valid. 

 

Therefore, a user should be protected from the prying eyes of 

APs. On the other hand, by Denial-of-Service (DoS) attacks, 

adversaries can exhaust the resources of AP and AS and render 

them less capable of serving legitimate MNs. Such attacks can be 

classified into two categories. (1) The conventional way of 

performing handover authentication [1]–[3] requires an AP to 

unconditionally forward any access request, valid or invalid, to 

AS, an adversary can easily launch DoS attacks on AS through 

an AP. (2) To avoid such a DoS attack, some recent handover 

authentication techniques (e.g., [4]–[6]) only require an MN and 

an AP to be involved in each protocol run. However, the AP 

needs to perform expensive cryptographic operations (e.g., 

pairing computation in [4], [5]) to check the validity of the 

sender. This checking is exploited by the adversary to make 

another type of DoS attack. That is, it can inject bogus access 

requests into the networks, force the APs that receive such 

messages to perform expensive verifications, and eventually 

exhaust their resources. Despite the necessity and importance, no 

research has been conducted to address this attack in handover 

authentication. According to the above analysis, all existing 

handover authentication protocols fail to provide appropriate 

security and efficiency guarantees. In this case, users are 

reluctant to accept such mobile service. Thus, it is utterly 

important to provide an efficient handover authentication 

protocol for practical wireless networks.Congestion control is an 

important issue in WSNs. In [13], the congestion in WSNs is 

classified into two categories. The first one is node-level 

congestion caused by buffer overflow in the node and can result 

in packet loss, and queuing delay increasing. Another is link-

level congestion that is related to the wireless channels shared by 

several nodes using the competitive MAC protocol, such as 

Carrier Sense and Multiple Access with Collision Avoidance 

(CSMA/CA). In this case, collisions could occur when multiple 

active sensor nodes try to seize the channel at the same time. 

Most of investigations mainly cope with node-level congestion 

and leave link-level congestion to proper MAC protocols. The 

traffic control is widely employed in studies on congestion 

control in WSNs. CODA [14] presents the first detailed 

investigation on congestion detection and avoidance in WSNs, 

where congestion is detected by sampling the wireless medium 

and by monitoring the queue occupancy. As soon as a node 

detects congestion, it broadcasts a backpressure message 

upstream, and then the upstream nodes will throttle the traffic 

volume to alleviate congestion. In addition, CODA also employs 

the closed-loop source regulation, where long-term end-to-end 

constant feedback from the sink to the source nodes is required to 

adjust the sending rate through employing additive increase and 

multiplicative decrease (AIMD) scheme. FUSION [15] 

introduces three congestion control techniques: hop-by-hop flow 

control, limiting source rate, and a prioritized medium access 

control. Basically, it mitigates congestion by throttling the 

transmissions of the upstream nodes and the source nodes.  

 

However, in its rate limiting mechanism, nodes need to 

continuously watch their parents’ sending actions to determine 

when to generate tokens. This continuous monitoring is too 

costly and consumes more energy. ESRT is an event-to-sink 

reliable transport protocol, which can serve as a congestion 

control protocol. In ESRT, the sink is required to periodically 

configure the source sending rate to avoid congestion. Upon 

detecting congestion, all the data flows are throttled to a lower 

rate. Similarly, Interference-Aware Fair Rate Control (IFRC) [7] 

employs static queue thresholds to determine congestion level 

and exercises congestion control by adjusting outgoing rate on 

each link based on AIMD scheme. Its feature is to use a tree 

rooted at each sink to route all data. When congestion occurs, the 

rates of the flows on the interfering trees are throttled. In [16], a 

priority-based rate control mechanism is proposed to adjust the 

source traffic rates based on current congestion in the upstream 

nodes and the priority of each traffic source for congestion 

control and service differentiation in wireless multimedia sensor 

networks. Zawodniok and Jagannathan designed a decentralized 

predictive congestion control (DPCC) scheme which detects the 

onset of congestion using queue utilization and the embedded 

channel estimator for predicting the channel quality. In DPCC, 

the adaptive flow control algorithm selects suitable rate enforced 

by the adaptive back-off interval selection scheme. (RCRT)Rate 

Controlled Reliable Transport protocol for wireless sensor 

networks. It uses end-to-end explicit loss recovery and places its 

congestion control functionality at the sink, whose perspective 

into the network enables better aggregate control of traffic, and 

affords flexibility in rate allocation. Chen and Yang propose a 

congestion avoidance scheme based on lightweight buffer 

management, which follows the basic idea of the credit-based 

hop-by-hop flow control in ATM networks, and employs a 1=k 

buffer scheme to prevent hidden terminals from causing 
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congestion. Although traffic control can effectively alleviate 

congestion, it could impose negative impact on fidelity. Thus, the 

special nature of sensor networks calls for a new approach to 

alleviate congestion that can satisfy the application fidelity 

requirements. Except for the schemes based on traffic control, 

there have been some attempts to explore other mechanisms for 

congestion avoidance in WSNs. A Stateless Protocol Real-Time 

Communication in Sensor Networks handles congestion by 

throttling or rerouting the incoming traffic around the hot spot. 

The rerouted path, however, may not have a larger end-to-end 

channel capacity to accommodate the incoming traffic, leading to 

congestion. Siphon [17] introduces some virtual sinks (VS) with 

a longer range multiradio within the sensor network. When the 

versus finds the redirection bit enabled, it routes the packets 

using its own long range communication network toward the 

physical sink, bypassing the underlying sensor network routing 

protocols to avoid potential congestion. In [9], Ee and Bajcsy 

proposed a distributed congestion control scheme based on hop-

by-hop automatic repeat request in many-to-one routing 

scenarios where the Congestion Control and Fairness (CCF) 

routing scheme uses packet service time at the node as an 

indicator of congestion. However, the service time alone may be 

misleading when the incoming rate is equal to or lower than the 

outgoing rate.  

 

The limitation of CCF is that it requires the network topology to 

be static or near static. Wang et al.  propose a hop-by-hop node 

priority-based upstream congestion control protocol (PCCP), 

which refutes providing equal fairness (e.g., CCF) to each sensor 

node in a multihop WSN by attaching a weighted fairness to each 

sensor node. PCCP infers the degree of congestion through 

packet interarrival time and packet service time and then imposes 

hop-by-hop congestion control depending on the measured 

congestion degree and the priority index. Congestion-Aware 

Routing (CAR) enforces a differentiated routing approach to 

discover the congested zone of the network that exists between 

high-priority data sources and the data sink, and to dedicate this 

portion of the network to forward primarily high-priority traffic. 

Kang et al. [18] suggest increasing the network resource (referred 

to as “resource control”) to alleviate congestion and improve the 

throughput. It incipiently checked the influence of multiple paths 

on the end-to-end channel capacity and provided some guidelines 

to design the “resource control” algorithms. Two practical 

“resource control” schemes are indeed proposed in [7]. One is 

topology-aware resource adaptation (TARA) strategy, which 

activates appropriate sensor nodes whose radio is off to form a 

new topology that has just enough capacity to handle the 

increased traffic. To efficiently estimate the capacity using a 

graphic-theoretic approach, TARA requires not only local 

knowledge, but also knowledge about the end-to-end topology. 

This overhead is too high to allow the network to scale up to a 

large number of nodes. Another scheme proposed in [7] just 

finds multiple paths to alleviate the congestion by bypassing the 

hotspots, ignoring the characteristics of the centralized traffic 

pattern of WSNs. In fact, alleviating congestion with multipath 

routing has been proposed by several other works. In [8], Pham 

and Perreau proposed splitting the traffic from the source into 

multiple paths to achieve load balance and increase throughput. 

An Interference-Minimized Multipath Routing (I2MR) protocol 

is developed to increase throughput by discovering zone-disjoint 

paths for load balancing, requiring minimal localization support 

[14]. To avoid the additional costs of multipath routing when the 

network is not congested, Popa et.al. proposed Biased 

Geographical Routing (BGR) protocol to reactively split traffic 

when congestion is detected. The “bias” determines how far the 

trajectory of splitting traffic will deviate from a greedy route 

(which is always the shortest path). Because the bias is randomly 

chosen, BGR likely makes the congestion worse under some 

situations, as explained in the next section. In addition, BGR 

needs location information of nodes provided by either GPS or 

other coordinate system, thus incurring in additional overhead. 

Although BGR has the above-mentioned drawbacks, the basic 

idea is interesting and suitable for congestion control in WSNs 

because it essentially employs the dynamic routing technique to 

alleviate congestion so as to decrease the additional cost of static 

multipath routing. If its drawbacks, such as the blindness during 

scattering packets and the restrictions on coordinate systems, can 

be properly overcome, and may obtain a more effective and 

practicable congestion control mechanism for WSNs.  

III. PAIR HAND PROTOCOL 

 

Pair Hand demands conditional privacy, and revocable 

anonymity [2-4]. Hence adopting the privacy preserving 

technique is based on pseudonyms. Since MNs generally have 

large storage capacity, rendering the preloading of a large pool of 

pseudonyms from AS feasible. This preload-and-replenish 

mechanism works efficiently.To overcome the geographical 

coverage limit of each access point and provide seamless access 

service for mobile nodes, it is important to have an efficient 

handover protocol. One important module in the handover 

protocol is authentication. There are two major practical issues 

challenging the design. First, computationally efficiency needs to 

be considered. As MN is generally constrained in terms of power 

and processing capability and the process should be fast to 

maintain persistent connectivity for MNs. Second, security and 

privacy are serious concerns for the handover authentication 

service. 

A. Handover Authentication: 

The Mobile Node can move anywhere from the AP, where it is 

resident. On the dynamic change of the MN due to its covering 

range, it is hard to authenticate about the MN to AP. Therefore 

handover authentication is used. The process of handover 

authentication is explained detail as below.The MN picks an 

pseudo-id from pidi, corresponding with its private key sH1(pidi). 

Then the Message will be created as Mi = (pidi||IDAP2||ts). From 

the message the signature will be created as σi = 

H2(Mi).sH1(pidi) where a ts is a timestamp provided by the MN 

[5]. This ts is used to counter reply attacks by the MN. The 

protocol run of pairhand is shown below. 
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Fig 2. Protocol run of PairHand 

 

B. Batch Authentication 

Once an AP receives an access request from an MN, the AP has 

to verify the signature of the message to ensure the validation of 

the corresponding MN [10]. Given n distinct access request 

messages denoted as <M1, σ1>, < M2, σ2>… < Mn, σn>, 

respectively, which are sent by n distinct MNs denoted as MN1, 

MN2…MNn, all signatures, denoted as σ1, σ2…σn, are valid if 

ê(Σ𝑛 𝑖=1𝜎𝑖, 𝑃) = ê (Σ𝑛𝑖=1H2(ℳ𝑖)⋅H1(𝑝𝑖𝑑𝑖), 𝑃𝑝𝑢𝑏). From the 

above batch verification equation, the computation cost that the 

AP spends on verifying 𝑛 signatures is dominantly comprised of 

𝑛 point multiplication and 2 pairing operations. Therefore, the 

time for an AP to verify a large number of signatures sent by 

multiple users can be dramatically reduced, which can apparently 

reduce the connection loss ratio due to the potential bottleneck of 

signature verification at the AP. 

IV. TRAFFIC AWARE DYNAMIC ROUTING 

 

TADR is a type of protocol used to alleviate the traffic on the 

congested area. This scheme is designed based on the concept of 

potential field used by the TADR packets (Fig 3). The sink 

resides at the bottom, and all data packets flow down along the 

surface just like water. In heavily loaded cases (e.g., burst of data 

packets caused by detection of a monitoring event), the 

congestion will form some bulges on the bowl surface, which 

will block the packets to flow directly down to the bottom along 

the shortest path, namely, bypass the congestion areas. The 

excessive packets will be driven by the potential field to find the 

appropriate detour path without obstacles, i.e., idle or under 

loaded nodes. 

A. Design of Potential Fields 

In the “bowl” model shown in Fig.3, one can view the whole 

network as a gravitational field. On assigning a single-valued 

potential, V(v), to every node v on the bowl surface to form a 

scalar potential field. 

 
Fig 3 Smooth “bowl” of depth potential field 

 

To determine this “next hop” neighbor, define a “force” acting 

on the packet p at node v based on the potential difference 

between node v and each one of its neighbors [7]. Thus, for a 

neighbor w € nbr(v), define this “force” as 

 
Here, Cvw is the cost of radio link from node v to w. 

B. Depth Potential Field 

To provide the basic routing function (which the smooth “bowl” 

does),i.e to make each packet flow toward the sink, TADR 

defines the depth potential field Vd(v) as  Vd(v) = Depth(v) 

,where Depth(v) is the depth of node v. Thus, the depth field 

force from node v to its neighbor w € nbr(v) is given by Depth(v) 

is quite similar to the length of the shortest path since they both 

represent the distance from the destination. 

C. Queue Length Field 

In our “bowl” model, packets move from a node to a neighbor 

with lower potential [9]. To avoid a hotspot which is identified 

by a large queue, the potential at this node should be raised. 

Now, defining the queue length potential field at node v as Vq(v) 

=  Q(v). Here, the function Q(v) denotes the normalized queue 

length at node v and defined by 

 
Then, defining the queue length potential force Fq(v,w) from 

node v to w € nbr(v) as follows: 

 
The range of Q(v) is [0, 1], and hence Fq(v;w) €  [-1/Cvw , 

1/Cvw].  

D. Superposition of Potential Fields 

The two different potential fields, the queue length field makes 

the routing algorithm traffic aware, which is the main attribute of 

our TADR scheme. For simplicity and tractability, linearly 

combine them as follows: Vm(v) = (1-α)Vd(v) + αVq(v)  where 

Vm(v) is the potential of this combined field at node v, and 0 ≤α≤ 

1. Then, the combined force from node v to w € nbr(v) is 
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This equation can be rewritten as 

 
Fig.4. depicts an example of the hybrid potential field. The queue 

occupancy only appears on the small part of nodes, where the 

hybrid potential field bulges. 

 
 

Fig 4. Example of Hybrid potential field 

E. Pseudocode of TADR Algorithm 

         1:  insertToRoutingTable(nghb_ID,u_Msg) 

           2:  for each entry in routing table 

           3:        w = ID of the neighbor; 

           4:        c  = cost of radio link to w; 

           5:        d  = depth of w; 

           6:        q  = queue length of w; 

           7:        Fd(w) = (Local_Depth – d) / c; 

           8:        Fq(w) = (Local_QueueLength –q) / c;      

           9:         Fm(w) = (1 -  )Fd(w) +  Fq(w); 

          10: end for 

  

           #recalculate the depth 

 11: select the Lowest Depth from the routing          table 

as LD 

           12: setLocalDepth(LD + 1); 

 

           #Choose the next hop node 

          13: selects from the entries with QL<1. 

 

TADR uses the steepest gradient method to choose the parent. 

More precisely, if there are more than one neighbor which has 

the same maximum force Fm, TADR will choose the next hop 

node according to maximum potential Vm, minimum depth of 

neighbors and minimum cost of links in turn. After doing that, if 

TADR still cannot determine the candidate parent, it will choose 

one randomly. 

V. COMPARISON AND EVALUATION 

Table I shows the functionality and performance comparison of 

PairHand [6] 

.  

 

Receiving packets rate in Fig. 5 also shows the RPR value of 

different schemes [11-12], which is an average over periods of 

10 s.Obviously, there is a spread of transmission over the time 

with TADR (Threshold ▲Q = 0:4). A lot of packets, which are 

likely dropped by MintRoute, are cached for a short time and 

eventually reach the sink. Thus, TADR (▲Q = 0:4) successfully 

smooth fns the bursts and improves the throughput. 

 
Fig. 5. Distribution of transmission over time 

VI. CONCLUSIONS 

 

A novel protocol to achieve secure and efficient handover 

authentication called PAIRHAND is employed and even 

congestion problem is dealt, which usually occurs, using 

potential-based traffic-aware dynamic routing algorithm. The key 

idea underlying the TADR algorithm is to define a hybrid scalar 

potential field, which contains a depth field and a queue length 

field. In a word, TADR achieves its objectives through spreading 

spatially and temporally packets in a reasonable pattern. In 

addition, TADR has features which simplify the implementation. 

It is a distributed and scalable routing algorithm because it just 

needs local information (from its direct neighbors), and the 

routing state information (depth and queue length) is quite easy 

to obtain. The security analysis and results show that the 

proposed approach is feasible for real applications. 
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